
iPhone Backup Forensics

Kinga Kieczkowska
@kieczkowska

Objective for the We v3.0
25th July 2025



about me
by day: cyber security consultant in security architecture
at a large bank + consulting for small to medium
businesses

used to do security at SaaS companies
by night: macOS forensics geek

wrote a dissertation on thumbnail cache forensics
love cyber & infosec community



What will you need?
iPhone
enough storage 
Music
DB Browser for SQLite



What’s an iPhone backup?



Backup basics



Anatomy of a backup
located in ~/Library/Application Support/MobileSync/Backup
name of the folder is the Unique Identifier of the device

256 folders with data
4 key files with info & backup metadata



Key files 

Info.plist
Status.plist
Manifest.plist
Manifest.db



Info.plist
general information about the
device and its state at the
moment of backup

device name
phone number
UID
last backup completion
date
list of applications
installed on the device



Info.plist - installed apps
bundle names - not always intuitive, but Google helps



Status.plist
general info about the backup

backup creation start date
backup state



Manifest.plist
details on application bundles installed on the device, native and third party

not the backup creation date!



Manifest.db
SQLite database
two tables - Files & Properties



Manifest.db - Files table



Manifest.db - Files filtering



Manifest.db - fileID



Manifest.db - fileID



Files of interest
HomeDomain-Library/SMS/sms.db
HomeDomain-Library/Notes/notes.sqlite
AppDomainGroup-group.net.whatsapp.WhatsApp.shared-
[ContactsV2.sqlite / ChatStorage.sqlite / CallHistory.sqlite]
Might want to look for:

messenger apps
social media
travel apps - airlines, parking, taxi, bikes / scooters



Backup analysis tools

commercial forensic
software
iLEAPP
https://github.com/abrign
oni/iLEAPP



easier to obtain than full physical acquisition
sometimes available without physical access to the device
contain key point-in-time information
used in key cases IRL

Why care about backups?

Amnesty International

National Review



Thank you
blog post version of this talk is available at

kieczkowska.com



Links
https://smarterforensics.com/
https://theapplewiki.com/wiki/ITunes_Backup
https://www.nationalreview.com/news/prosecution-introduces-hunter-
bidens-infamous-laptop-at-trial-uses-data-as-evidence-of-crack-
addiction/
https://www.amnesty.org/en/latest/research/2021/07/forensic-
methodology-report-how-to-catch-nso-groups-pegasus/


