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Hello, I am Luke (@rookuu)!
—— PROFESSIONAL ——

 Sr. Red Team Engineer @ GitHub, specializing in mac0S malware and TTPs.

* Co-Founder of , a cybersecurity startup focused on macOS endpoint security.
* Previously held various roles in consultancy and internal security teams.

—— CONTACT ——

GitHub: @rookuu
Twitter: @rookuu_

S FENTERESIES I
¢ A1l things offensive security in the mac0S space

¢ Any sport that involves 2 feet on a board and some mild risk
¢ Ice hockey... playing, watching - go pens!




Red Team 101*

- We hack our employer or clients (with their permission), in order to
identify and demonstrate security issues in a real-world setting.

- Operations have tangible goals for the attacking force to achieve, for
example, steal $$$ from a bank.

- The defending force is the Blue Team, who protect the organisation from
attackers (just like us!)

- This work is done covertly, and the Blue Team is often not given any
information, or even that it is happening in the first place.

*The industry does not agree on a common definition of red team work, and this topic is often in debate. This is
my opinion only, other folks will probably have different ones!



1. Make someones computer do bad things
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Va V4
MYTHIC

Mythic

Open-source C2 framework written by
Cody Thomas (@its_a_feature)

Provides the framework for deploying
implants and giving them tasks.

Medusa

Open-source implant for Mythic written
by Alfie Champion (@ajpc5600).

Written in Python. The actual code that
runs on the target’s device.



Now what?

We could look around the file system for

SSH keys
Cookies
Password files
Keychain

- Install persistent access via a launchdaemon
- Keylog the user
- Take a screenshot to see what the user is doing

- Sniff the clipboard for interesting content
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macOS Commands

Command

clipboard

Description

Output contents of clipboard (uses Obj
clipboard C AP, as outlined by Cedric Owen
macOS only, Python 2.7 only).

- ~ python3
Python 3.13.3 (main, Apr 8 2025, 13:54:08) [Clang 17.0.0 (clang-1700.0.13.3)] on darwin
Type "help", "copyright", "credits" or "license" for more information.
>>> import Cocoa
Traceback (most recent call last):
File "<python-input-0>", line 1, in <module>
import Cocoa
ModuleNotFoundError: No module named

>>> D
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How could you implement a clipboard stealer?

man pbpaste

General Commands Manu PBCOPY (1)

pbcopy, pbpaste - provide copying and pasting to the pasteboard (the Clipboard) from
command line

SYNOPSIS
pbcopy [-help] [-pboard {general | ruler | find | font}]
[ X J

pbpaste [-help] [-pboard {general | ruler | find | font}] [-Prefer {txt | rtf | ps}] L RS

this is an example of Luke's clipboard buffer‘%

5 o~

DESCRIPTION
pbcopy takes the standard input and places it in the specified pasteboard. If no
pasteboard is specified, the general pasteboard will be used by default. The input is
placed in the pasteboard as plain text data unless it begins with the Encapsulated
PostScript (EPS) file header or the Rich Text Format (RTF) file header, in which case it
is placed in the pasteboard as one of those data types.

pbpaste removes the data from the pasteboard and writes it to the standard output. It
normally looks first for plain text data in the pasteboard and writes that to the standard
output; if no plain text data is in the pasteboard it looks for Encapsulated PostScript;
if no EPS is present it looks for Rich Text. If none of those types is present in the
pasteboard, pbpaste produces no output.

* Encoding:

pbcopy and pbpaste use locale environment variables to determine the encoding to be used
for input and output. For example, absent other locale settings, setting the environment
variable LANG=en_US.UTF-8 will cause pbcopy and pbpaste to use UTF-8 for input and output.
If an encoding cannot be determined from the locale, the standard C encoding will be used.
Use of UTF-8 is recommended. Note that by default the Terminal application uses the UTF-8
encoding and automatically sets the appropriate locale environment variable.

/usr/bin/pbcopy
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Evasion & Understanding your tools

- Executing any action has an impact on the system.
It might cause a popup to the user
It might leave behind logs

It might be outright blocked by security tooling

- Blue Teams use logs to write rules that detect malicious activity, which in
this case is our malware :(
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The platform

bmary pbpaSte "hostname": "lukes-macbook-pro.local",
was executed. "pid": 58987,

"event_type": "ProcessExec",

"binary_path": "/usr/bin/pbpaste",
With a parent "signing_id": "com.apple.pbpaste",

prOCeSS Of "platform_binary": true,

PythOn "parent_binary_path":
"/opt/homebrew/Cellar/python@3.13/.../Contents/Mac0S/Python",

"responsible_binary_path":

W|th Te rminal "/System/Applications/.../Contents/Mac0S/Terminal",
as it’s
responsible app.

15



Obijective-C APIs are a lot stealthier

#import <Foundation/Foundation.h>
#import <AppKit/AppKit.h>

int main(int argc, const char * argv[]) {
@autoreleasepool {
NSPasteboard* pasteboard = [NSPasteboard generalPasteboard];

NSString* pasteboardContents = [pasteboard stringForType:@"public.utf8-plain-
el

NSLog(@"%@", pasteboardContents);

iy

return 0;
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#import <Foundation/Foundation.h>
#import <AppKit/AppKit.h>

int main(int argc, const char * argv[]) {
@autoreleasepool {
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¥

return 0;
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Objective-C

Peeking behind the curtain
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Obijective-C Runtime

- What makes Objective-C different from C? The Objective-C Runtime.

- It's all of the internals that power the language, implemented as a library,
rather than being fully implemented at the compiler level (like traditional
C/C++).

- It allows you to dynamically, at runtime, change things that would
otherwise be set by the compiler, like adding methods to classes.

- The core runtime functions are exposed to us at runtime.
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NSObject

NSObject

v = Objective-C Runtime

class_getName
) class_getSuperclass

7 class_setSuperclass [
class_isMetaClass
class_getinstanceSize
class_getinstanceVariable
class_getClassVariable

7 class_addivar
class_copylvarList
class_getlvarLayout
class_setlvarLayout
class_getWeaklvarLayout
class_setWeaklvarLayout

7 class_getProperty
class_copyPropertyList

7 class_addMethod
class_getInstanceMethod
class_getClassMethod

7 class_copyMethodList

7 class_replaceMethod

class_getMethodimplementation

class_getMethodimplementation_stret

class_respondsToSelector
class_addProtocol
class_addProperty

class_replaceProperty

Collection

Objective-C Runtime

Describes the macOS Objective-C runtime library support functions and data structures.

Overview

The Objective-C runtime is a runtime library that provides support for the dynamic properties of the Objective-C
language, and as such s linked to by all Objective-C apps. Objective-C runtime library support functions are
implemented in the shared library found at /usr/1ib/libobjc.A.dylib,

You typically don't need to use the Objective-C runtime library directly when programming in Objective-C. This APl is
useful primarily for developing bridge layers between Objective-C and other languages, or for low-level debugging.

The macOS implementation of the Objective-C runtime library is unique to the Mac. For other platforms, the GNU
Compiler Collection provides a different implementation with a similar API. This document covers only the macOS
implementation.

The low-level Objective-C runtime API is significantly updated in OS X version 10.5. Many functions and all existing data
structures are replaced with new functions. The old functions and structures are deprecated in 32-bit and absent in 64-
bit mode. The API constrains several values to 32-bit ints even in 64-bit mode—class count, protocol count, methods
per class, ivars per class, arguments per method, sizeof(all arguments) per method, and class version number. In
addition, the new Objective-C ABI (not described here) further constrains sizeof (anInstance) to 32 bits, and three
other values to 24 bits—methods per class, ivars per class, and sizeof(a single ivar). Finally, the obsolete NXHashTable
and NXMapTable are limited to 4 billion items.

String encoding

All char * in the runtime API should be considered to have UTF-8 encoding.

“Deprecated” below means “deprecated in O X version 10.5 for 32-bit code, and disallowed for 64-bit code."

Who Should Read This Document
The document is intended for readers who might be interested in learning about the Objective-C runtime.

Because this isn't a document about C, it assumes some prior acquaintance with that language. However, it doesn't
have to be an extensive acquaintance.

Topics

Working with Classes

https://developer.apple.com/documentation/objectivec/objective-c-runtime?language=objc



_main:

sub Sp, Sp, #0x50

stp fp, lr, [sp, #0x40]

add fp, sp, #0x40

mov 8, #0x0

stur 8, [fp, ]

stur wzr, [fp, ]

stur 0, [fp, ]

stur s 3

bl imp___ stubs__objc_autoreleasePoolPush
str xA. [sp. #0x40 + 1

adrp x8, #0x100008000

EL ] X0, X8, #0Xx108

bl imp___stubs__objc_alloc

1dr 1, [sn _ #0v40 + 1

adrp x2, #0x100004000

add X2, X2, #HOXT10

bl _objc_msgSend$initWithColour:
dr 1 —fon #0401 1

sub x8, fp, #0x18

str x8, [sp, #0x40 + ]

stur x0, [fp, ]

ldur x0, [fp, |

adrp x2, #0x100004000

add X2, X2, #0x90

adrp x3, #0x100004000

add X3, x3, #0Oxc8

adrp 1, #0x100004000

ELL] X4, X4, #0Xeo

bl _objc_msgSend$makeToastWithBread: forNumberOfSeconds:onPowerSetting:
ldr Bl 0:eA 08— 1

mov X1, #0x0

bl imp__ stubs__objc_storeStrong
ldr — ]

bl imp___ stubs__objc_autoreleasePoolPop
ldur 0, [fp, ]

dp fp, lr, [sp, #0x40]

add sp, sp, #0x50

ret




Message Sending

- When you call a method on an object [mystring length]. The
runtime works out exactly what function code should be called.

- The compiler can’t know for certain where the function code will live for a
String’s 1ength method, because it may have changed.

- Instead we have the concept of message sending.

#import <Foundation/Foundation.h>
#import <AppKit/AppKit.h>

int main(int argc, const char * argv[]) {
@autoreleasepool {
NSPasteboard* pasteboard = [NSPasteboard generalPasteboard];

NSStringx pasteboardContents = [pasteboard stringForType:@"public.utf8-plain-
text"];

NSLog(@"%@", pasteboardContents);

23



Message Sending

@selector(stringForType:)

Argl: “public.utf8-plain-text”

(1) What are we
sending?

(3) How are we
sending it?

- |

objc_msgSend

OBJ

(2) Where are
we sending it?

24



Objective-C Runtime / objc_msgSend

(3) How are we
sending it? objc_msgSend

Sends a message with a simple return value to an instance of a class.

i0S 2.0+ | iPad0S 2.0+ | macOS 10.0+ | tvOS 9.0+ | visionOS 1.0+ | watchOS 2.0+

void objc_msgSend(void);

(2) Where are
we sending it?

op
The selector of the method that handles the message.

A variable argument list containing the arguments to the method.

(1) What are
we Sending? Return Value

The return value of the method.

Discussion

When it encounters a method call, the compiler generates a call to one of the functions objc_msgSend, objc_msg

Send_stret, objc_msgSendSuper, or objc_msgSendSuper_stret. Messages sent to an object’s superclass

(using the super keyword) are sent using objc_msgSendSuper; other messages are sent using objc_msgSend.

Methods that have data structures as return values are sent using objc_msgSendSuper_stret and objc_msgSend
stret.

25



#import <Foundation/Foundation.h>
#import <objc/runtime.h>
#import <objc/message.h>

(2) Where are int main(int argc, const char * argv[]) {
we Send|ng |t’? @autoreleasepool {

SEL selector = @selector(makeToastWithBread:forNumber0OfSeconds:onPowerSetting:)
id receiver = [Toaster toaster];

void (xobjc_msgSendTyped)(id, SEL, NSString*, NSNumberx, NSNumberx) = (void (%)
SEL, NSString*, NSNumber*, NSNumberx*))objc_msgSend;

(3) How are we
sending it? y

return 0;

objc_msgSendTyped(receiver, selector, @"Bagel", @(30), @(5));

(1) What are

we sending?
26



Missing piece of the puzzle

A @ =

Objective-C
Runtime

och msgSend
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import ctypes

Python foreign function library, used to load

libraries (.dll, .so, .dylib) and execute functions.

- Data types (c_char_p, c_void_p, etc...)
- DLL Load (dlopen)
- Function Calling

ctypes is a default python library!

import ctypes

libc = ctypes.CDLL("libc.dylib")

libc.strlen.argtypes = [ctypes.c_char_p]
libc.strlen.restype = ctypes.c_size_t

length = libc.strlen(b"Hello, world!")

print(f'The length is {length}.')

28



Missing piece of the puzzle

ctypes

a /usr/lib/libobjc.dylib

Objective-C
Ru ntime

och msgSend
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Putting it all together...

_1ib0bjC = ctypes.CDLL('/usr/lib/1libobjc.dylib"')

nsStringClass = _1ib0ObjC.objc_getClass(b"NSString")
allocSelector = _1ib0ObjC.sel_registerName(b"alloc")

_1ib0ObjC.objc_msgSend.restype = getReturnType(nsStringClass, allocSelector)
_1ib0bjC.objc_msgSend.argtypes = getArgTypes(nsStringClass, allocSelector)

allocatedString = _1ib0bjC.objc_msgSend(nsStringClass, allocSelector)

(3) How are we (2) Where are (1) What are
sending it? we sending it? we sending?



Making it usable

- That's a lot of code, to do not very much — but after abstracting all the
internals away and wrapping in a nice interface...

- NSObject(name) function to build a base object.

- Send messages by calling methods on the base object.

- Python doesn’t support : in variable names, so we replace

_load_1ib('/System/Library/Frameworks/example.framework/example')

myString = NSObject("NSString").alloc().initWithUTF8String_(b"helloWorld")

length = myString.length()
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#import <Foundation/Foundation.h>
#import <AppKit/AppKit.h>

int main(int argc, const char * argv[]) {
@autoreleasepool {

NSPasteboard* pasteboard = [NSPasteboard generalPasteboard];

NSStringx pasteboardContents = [pasteboard stringForType:@"public.utf8-plain-
(e i

NSLog(@"%@", pasteboardContents);

}

return 0;

_Lload_lib('/System/Library/Frameworks/AppKit.framework/AppKit')

pasteboard = NSObject("NSPasteboard").generalPasteboard()

pasteboardStringType =
NSObject ("NSString").stringWithUTF8String_(b"public.utf8-plain-text")

pasteboardContents = pasteboard.stringForType_(pasteboardStringType)

print(pasteboardContents.UTF8String())




Other Applications

- This can be used for anything that requires system or Objective-C APIs.
Keylogging? =
Persistence? m
Bridging to yet another language? &
Python -> C -> Objective-C -> JavaScript?
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Conclusion

- This isn’t a contrived example, this is an insight into what Red Team-
flavoured security research can look like.

Will be released open-source into Medusa in a couple of weeks. %’

- You learn a lot more from writing the code yourself, rather than using off
the shelf components.

- On macQOS, system API introspection is hard/impossible compared to
other platforms.

Less visibility == less burnt shells. <&
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Tools / Shoutouts

- Mythic, open-source C2 by Cody Thomas (@its_a_feature)
https://qithub.com/its-a-feature/Mythic

- Medusa, Python implant by Alfie Champion (@ajpc500)
https://github.com/MythicAgents/Medusa

- Hopper, decompiler by Cryptic Apps
https://www.hopperapp.com/index.html

- https://theevilbit.github.io/posts/getting started in macos security/
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