
A Snake in 
the Apple 

Tree
Bridging Python and Objective-C for 

Red Team Tradecraft
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- We hack our employer or clients (with their permission), in order to 
identify and demonstrate security issues in a real-world setting.

- Operations have tangible goals for the attacking force to achieve, for 
example, steal $$$ from a bank.

- The defending force is the Blue Team, who protect the organisation from 
attackers (just like us!)

- This work is done covertly, and the Blue Team is often not given any 
information, or even that it is happening in the first place.

Red Team 101*

*The industry does not agree on a common definition of red team work, and this topic is often in debate. This is 
my opinion only, other folks will probably have different ones! 3



1. Make someones computer do bad things
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1. Make someones computer do bad things

2. Don’t get caught doing it
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- Mythic

- Open-source C2 framework written by 
Cody Thomas (@its_a_feature)

- Provides the framework for deploying 
implants and giving them tasks.

- Medusa
- Open-source implant for Mythic written 

by Alfie Champion (@ajpc500).

- Written in Python. The actual code that 
runs on the target’s device.



- We could look around the file system for
- SSH keys
- Cookies
- Password files
- Keychain

- Install persistent access via a launchdaemon

- Keylog the user

- Take a screenshot to see what the user is doing

- Sniff the clipboard for interesting content

Now what?
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12/usr/bin/pbcopy

How could you implement a clipboard stealer?



- Executing any action has an impact on the system.

- It might cause a popup to the user

- It might leave behind logs

- It might be outright blocked by security tooling

- Blue Teams use logs to write rules that detect malicious activity, which in 
this case is our malware :(

Evasion & Understanding your tools
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The platform 
binary pbpaste 
was executed.

With a parent 
process of 
Python

With Terminal 
as it’s 
responsible app.
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Objective-C APIs are a lot stealthier
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???
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Objective-C 
Peeking behind the curtain
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Objective-C Runtime

- What makes Objective-C different from C? The Objective-C Runtime.

- It’s all of the internals that power the language, implemented as a library, 
rather than being fully implemented at the compiler level (like traditional 
C/C++).

- It allows you to dynamically, at runtime, change things that would 
otherwise be set by the compiler, like adding methods to classes. 

- The core runtime functions are exposed to us at runtime.



21https://developer.apple.com/documentation/objectivec/objective-c-runtime?language=objc
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Message Sending

- When you call a method on an object [mystring length]. The 
runtime works out exactly what function code should be called.

- The compiler can’t know for certain where the function code will live for a 
String’s length method, because it may have changed.

- Instead we have the concept of message sending.
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Message Sending

(2) Where are 
we sending it? 

@selector(stringForType:)

Arg1: “public.utf8-plain-text”

(1) What are we 
sending? 

(3) How are we 
sending it?

objc_msgSend
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(2) Where are 
we sending it? 

(1) What are 
we sending? 

(3) How are we 
sending it?
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(2) Where are 
we sending it? 

(3) How are we 
sending it?

(1) What are 
we sending? 
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Missing piece of the puzzle

Objective-C 
Runtime

???

objc_msgSend



28

import ctypes

Python foreign function library, used to load 
libraries (.dll, .so, .dylib) and execute functions.

- Data types (c_char_p, c_void_p, etc…)
- DLL Load (dlopen)
- Function Calling

ctypes is a default python library!
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Missing piece of the puzzle

Objective-C 
Runtime

ctypes

objc_msgSend/usr/lib/libobjc.dylib
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Putting it all together…

(2) Where are 
we sending it? 

(1) What are 
we sending? 

(3) How are we 
sending it?
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Making it usable

- That’s a lot of code, to do not very much – but after abstracting all the 
internals away and wrapping in a nice interface…

- NSObject(name) function to build a base object.

- Send messages by calling methods on the base object.
- Python doesn’t support : in variable names, so we replace _.
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Other Applications

- This can be used for anything that requires system or Objective-C APIs.

- Keylogging? ⌨

- Persistence? 💻

- Bridging to yet another language? 🔥

- Python -> C -> Objective-C -> JavaScript?
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Conclusion

- This isn’t a contrived example, this is an insight into what Red Team- 
flavoured security research can look like.

- Will be released open-source into Medusa in a couple of weeks. 🚀

- You learn a lot more from writing the code yourself, rather than using off 
the shelf components. 

- On macOS, system API introspection is hard/impossible compared to 
other platforms. 

- Less visibility == less burnt shells. 🤙
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Tools / Shoutouts

- Mythic, open-source C2 by Cody Thomas (@its_a_feature) 
https://github.com/its-a-feature/Mythic 

- Medusa, Python implant by Alfie Champion (@ajpc500)
https://github.com/MythicAgents/Medusa 

- Hopper, decompiler by Cryptic Apps
https://www.hopperapp.com/index.html 

- https://theevilbit.github.io/posts/getting_started_in_macos_security/ 
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