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About me
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- iOS researcher from London, UK 
- Focused on vulnerability research & exploit development 
- Provide iOS technical breakdowns on YouTube



Agenda

zygosec.com

- iOS security overview 
- Research setup in 2026 
- Patch-diffing your first bug



Where do we start?
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iOS security model
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- Secure boot chain 
- Codesigning 
- Sandboxing
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Secure boot chain

Verify Verify Fail

BootROM LLB iBoot Kernel

Public key

Recovery mode / failure to boot



Codesigning
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- All executable code is signed by 
trusted party 

- Signature verification enforced at 
kernel level



Codesigning
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- Strict implementation in modern iOS 
- Hardware-backed enforcements (TXM, SPTM)



Codesigning
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- Prevents code tampering 
- Facilitates entitlements



Sandboxing
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- Restrict process access to attack surface 
- ‘Risky’ functionality is proxied through 

daemon (i.e. mediaplaybackd)



Sandboxing

My app

Kernel

Video Decoder

Neural Engine

Graphics Processing



Sandbox

Sandboxing
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Sandboxing
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- Implemented in the kernel via MACF hooks 
- Check against sandbox profile on each operation



Modern mitigations
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- Hardware-based Apple mitigations 
- Making use of custom registers / CPU 

features



The attacker’s perspective
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Aim: exploit bugs, break security features, run 
privileged code on device
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Remote Code Execution (RCE)

- Stage1 exploit 
- Get initial code running on target device
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Remote Code Execution (RCE)
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- WebKit memory corruption 
- Image/video/audio corruption (browser & 

messages) 
- Bluetooth, AirDrop, close-proximity corruption?

Remote Code Execution (RCE)
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- WebKit memory corruption 
- Image/video/audio corruption (browser & 

messages) 
- Bluetooth, AirDrop, close-proximity 

corruption? 
- A bug in *anything* that can be reached from 

the outside world

Remote Code Execution (RCE)
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Remote Code Execution (RCE)

Browser exploit Messaging app 
exploit

3rd party app 
trojan (jailbreak 

app)
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- Memory corruption in browser engine 
- Get r/w in renderer process

WebKit bugs



WebKit engine

JavaScript environment



WebKit engine

JavaScript environment



WebKit engine

JavaScript environment

Old JIT bug



WebKit engine

JavaScript environment
Confuse 
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engine



WebKit engine

JavaScript environment
Confuse 

state of the 
engine

Corrupt 
JSArray
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- Memory corruption in browser engine 
- Get r/w in renderer process

WebKit bugs
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- Memory corruption in browser engine 
- Get r/w in renderer process 
- Jump to shellcode in JIT memory!

WebKit bugs

rwx

Load shellcode on JIT page
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Remote Code Execution (RCE)

Browser exploit Messaging app 
exploit

3rd party app 
trojan (jailbreak 

app)
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Message app bugs

- 0click or 1click 
- Parsing issues for media formats 
- (Images, video, audio, PDF, fonts, etc)
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Hacker
1 Attachment
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Hacker
1 Attachment

Thumbnail renders 
with 0 interaction



Message app bugs

JBIG2 
parsing bug

Webp 
parsing bug



Message app bugs

DNG WhatsApp bug



Anatomy of an iOS exploit chain (simplified)

Remote Code 
Execution

Sandbox 
escape

Kernel 
exploit

SBX LPE



Anatomy of an iOS exploit chain (simplified)

Remote Code 
Execution

Sandbox 
escape

Kernel 
exploit

SBX LPE



zygosec.com

- Probably stuck in a limited sandbox 
- Likely need wider access to reach the goal 

(kernel compromise) 
- Not always required however

Sandbox escape (SBX)



WebKit RCE 
(CVE-2016-4657)

Sandbox 
escape

Kernel info leak 
(CVE-2016-4655)
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Pegasus iOS 9.x (~2015/2016)
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Pegasus iOS 9.x (~2015/2016)

WebKit RCE 
(CVE-2016-4657)

Kernel info leak 
(CVE-2016-4655)

LPE

Kernel code 
execution 

(CVE-2016-4656)

LPE

Reachable via core driver code
(OSUnserializeBinary)



Operation Triangulation (~2023)
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Operation Triangulation (~2023)

WebKit RCE 
(CVE-2023-32435)

Kernel VM bug 
(CVE-2023-32434)

LPE
. . . . . .



Operation Triangulation (~2023)

WebKit RCE 
(CVE-2023-32435)

LPE

Virtual memory handling bug

. . . . . .

Kernel VM bug 
(CVE-2023-32434)
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- Look for another target in user space 
- One that has interesting kernel surface

Sandbox escape (SBX)
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Sandbox escape (SBX)

KERNEL
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Sandbox escape (SBX)

KERNEL

How do I reach the kernel?
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Sandbox escape (SBX)

KERNEL

How do I reach the kernel?

(allow mach-lookup 
“processA”)

(deny iokit-open)
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Sandbox escape (SBX)
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Sandbox escape (SBX)

KERNEL

How do I reach the kernel?

ProcA

(allow iokit-open 
iokit-user-client-class “B”)
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Sandbox escape (SBX)

KERNEL

Attack system daemon

ProcA
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Sandbox escape (SBX)

KERNELProcA
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Sandbox escape (SBX)
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Sandbox escape (SBX)

KERNEL

Reach a bug in kernel 
driver B

ProcA
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Sandbox escape (SBX)

KERNELProcA

Reach a bug in kernel 
driver B



Anatomy of an iOS exploit chain (simplified)
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- Aim: Kernel memory R/W 
- ‘Full’ control over the device (aside from SPTM, TXM) 

Kernel exploit (LPE)



Kernel

My process

BSD syscalls Mach traps

IOGPUFamily

IOHIDDevice
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Kernel

BSD syscalls Mach traps

IOGPUFamily

IOHIDDevice

AppleKeyStore

NeuralEngine

JPEGDriver

AppleVideoDecoder

setsockopt() vm_allocate() IOConnectCallMethod()

My process



Anatomy of an iOS exploit chain
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Anatomy of an iOS exploit chain

Sandbox 
escape

SBX

PAC PAC

TXM

SPTM

Remote Code 
Execution

Kernel 
exploit

LPE

PAC MIE

MIE

MIE
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- iOS research setup



Where do you begin?
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- iOS research setup 
- Hardware: testing devices 
- Software: tools



Test devices

Real iPhone Virtual iPhone M-chip Mac
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Real iPhone
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Cons 
- Need a jailbreak for most debugging 

tasks 
- No public jailbreak since iOS 16

Pros 
- 1:1 mapping of research : end goal



Test devices

Real iPhone Virtual iPhone M-chip Mac



Virtual iPhone
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Corellium



Virtual iPhone
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Corellium



Virtual iPhone
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Cons 
- Not exactly the same as a physical 

iPhone (maybe lacking some kernel 
extensions)

Pros 
- Unrestricted debugging capabilities 
- Version flexibility 
- Scalable (e.g. for fuzzing)



Test devices

Real iPhone Virtual iPhone M-chip Mac



M-chip Mac

zygosec.com

Cons 
- Not all code is shared with iOS 
- Lacks some mobile-specific kernel 

extensions

Pros 
- Easy debugging ability 
- Run code as root & with entitlements 
- Debug real system processes



Test devices

Real iPhone Virtual iPhone M-chip Mac



Tools



Tools

- Decompiler/Disassembler 



Tools

- Jailbreak/debug setup 



Some useful tools

- https://github.com/jsherman212/xnuspy 
- https://blacktop.github.io/ipsw/ 
- https://frida.re/ 
- https://github.com/checkra1n/pongoOS 
- https://github.com/siguza/ios-kern-utils

https://github.com/jsherman212/xnuspy
https://blacktop.github.io/ipsw/
https://frida.re/
https://github.com/checkra1n/pongoOS
https://github.com/siguza/ios-kern-utils
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Getting hands-on
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Patch diffing



Patch diffing
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- Compare two iOS versions 
- Identify a change/patch 
- Analyse & trigger the vulnerability on the 

older version



Patch diffing
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- Compare two iOS versions 
- Identify a change/patch 
- Analyse & trigger the vulnerability on the 

older version 
- Great hands-on beginner task!



What to diff?
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- Scan Apple security notes page 
- Find interesting-sounding patches 
- Investigate







Example
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EXRReadPlugin::decodeBlockAppleEXR()



zygosec.com

EXRReadPlugin::decodeBlockAppleEXR()
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EXRReadPlugin::decodeBlockAppleEXR()
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EXRReadPlugin::decodeBlockAppleEXR()

Decoding part of an EXR?



iOS 26.4.2



iOS 26.4.2 iOS 26.5



iOS 26.4.2 iOS 26.5

Integer overflow check



iOS 26.4.2 iOS 26.5

Integer overflow check
Unchecked multiplication (width * height * 4)



iOS 26.4.2 iOS 26.5

Integer overflow check

Result used as size for malloc()
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iOS 26.4.2
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iOS 26.4.2

Result used as size for malloc()

Width Height



iOS 26.4.2

Result used as size for malloc()

Width Height

Channel count



width * height * channelCount * 4



width * height * 4 * 4



16384 * height * 4 * 4



16384 * 65536 * 4 * 4



16384 * 65536 * 4 * 4

= 0x4_00000000



16384 * 65536 * 4 * 4

= 0x4_00000000
32-bits



16384 * 65536 * 4 * 4

= 0x4_00000000
32-bitsBeyond range



16384 * 65536 * 4 * 4

= 0x0
Wraps to zero!



iOS 26.4.2

size = 0



malloc(0);malloc 0
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malloc(0);
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malloc 0

8 bytes

poc.exr
memcpy()



malloc(0);

0x102b983f0

malloc 0

8 bytes

poc.exr
memcpy()

Memory corruption



iOS 26.4.2

size = 0

How do we reach this?



How do we reach this?
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- ImageIO is the main parsing library on 
iOS/macOS 

- Most apps call into it 
- Can also build a harness around it
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https://r00tkitsmm.github.io/fuzzing/2024/03/29/iOSImageIO.html
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https://r00tkitsmm.github.io/fuzzing/2024/03/29/iOSImageIO.html

Calls into imageIO to render image file
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Large width and height values











Hacker
1 Attachment

Maybe 0click reachable?
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What next?



Where to go from here?
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- Study n-day exploit writeup 
- Study in-the-wild samples 
- Re-implement as much as possible
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youtube.com/@BillyEllis


