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Venturing beyond iOS

Features Enabled by Coprocessors
Connectivity
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AirDrop SatelliteAlways On
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Coprocessors from a Security Standpoint
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What if coprocessor firmware contains bugs?

! 

Might impact security of entire device

⚠

 Platform Security Guide
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Why Research Wireless Coprocessors?
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Complex legacy 
protocol stacks

#
Apple’s approach to 
vertical integration

$%
Send custom packet 

over the air

&
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What is a Baseband? 
A wireless coprocessor!

5

!



Venturing beyond iOS

Smartphone Basebands
Wireless Interfaces
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Smartphone Basebands
In Apple Devices
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Why Exploit the Baseband?
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'
Weak security 

(compared with AP)

(
Unnoticed  
persistence

)
Critical data  

passes through

*
Cheap exploits, but  

expensive deployment

+
Jump to  

AP possible?

https://security.apple.com/blog/memory-integrity-enforcement/
https://security.apple.com/blog/memory-integrity-enforcement/
https://security.apple.com/blog/memory-integrity-enforcement/
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https://www.offensivecon.org/trainings/2023/bas
https://projectzero.google/2023/03/multiple-internet-to-baseband-remote-rce.html
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Related Work
Exploitation Mitigations
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%

„[…] competing chipset manufacturers don’t always 
publicize their own baseband exploit mitigations. […] It’s 
clear that vendors have definitely started working on 
baseband exploit mitigations."

„Regardless of whether it is remote code execution within 
the WiFi SoC or within the cellular baseband, a common 
and resonating theme has been the consistent lack of 
exploit mitigations in firmware.“

2023

2023

No systematic review of mitigations ,

https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_4.html
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-Over-The-Air-Baseband-Exploit-Gaining-Remote-Code-Execution-On-5G-Smartphones.pdf
https://speakerdeck.com/marcograss/exploitation-of-a-modern-smartphone-baseband
https://player.vimeo.com/video/214013463
https://security.googleblog.com/2023/02/hardening-firmware-across-android.html
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Diving into the C1  
Apple’s own baseband

11

-
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Analysis Perspectives
To Decipher Security Model of Apple’s C1 Baseband

12

.
Hardware iOS

/
Firmware

+
Security Model & Mitigations



Analysis: Hardware .
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Official Specifications

14

iPhone 16e: Technical Specifications

If we only had more details … 0
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Hardware Architecture
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Apple C1 
Baseband

DRAM

SRAM

FR1  
Radio Chain

GNSS 
U_CARPO_C

EEPROM  
U_EEPROM_C

I2C
BBPMU 

U_BBPMU_C

SPMI

U_BB_C

https://www.avnet.com/apac/product/onsemi/s24c008-3acbtbg/arise-ons-onss24c008-3acbtbg/
https://www.volza.com/p/hsn-code-8542/import/import-in-india/coo-taiwan/
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Hardware Architecture
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Apple C1 
Baseband

DRAM

SRAM

FR1  
Radio Chain

GNSS 
U_CARPO_C

App. Processor 
U1000 (A18 SoC)

PCIe, UART

2x UICC
SIM Level Shifters

EEPROM  
U_EEPROM_C

I2C
BBPMU 

U_BBPMU_C

SPMI

WLAN, NFC 
U_WLAN_W, NFC_P

SPMI
eUICC

EOS Protection

USB 
(Debug)

JTAG 
(Debug)

U_BB_C

Depending on  
device model



Analysis: iOS
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Capabilities on Stock iOS
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We can

Read system logs 
Create sysdiagnoses

Install debug profiles

1 &
Read ARI packets Send OTA packets

We cannot

Use system-level debuggers

Run arbitrary code 
Change system files

⚙
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Device Tree

19

3

Application processor & baseband exchange data over PCIe 



Analysis: Firmware /
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Extracting C1 Firmware
/Firmware/c4000v59/Release/patched/ftab.bin

21

$ ipsw fw c1 ftab.bin

ftab.bin

file.bin file.lzfse.bin

extracted

Security Analysis of Apple’s C1 Baseband

iOS Image
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Firmware Architecture

• rkos: Operating system & cellular protocol stack


• cdpd: Cellular data processing for downlink


• cdpu: Cellular data processing for uplink 

• l1cs: Lower levels of cellular protocol stack


• gns1: Global navigation satellite system (ARCv2)

22

File Type Size

CRnn Data (lzfse, fwsg) 5.7 MB

RPnn Data (lzfse, fwsg) 3.9 MB

R1nn Data (lzfse, fwsg) 12 MB

R203 Data (lzfse, fwsg) 4.1 MB

rcpi Recipe File Format 5 KB

bver Version String 81 B

ibdt iBootData 272 B

l1c2 Zeros 6 KB

ARC2 "empty" 7 KB

CAR2 0xFEEDCAFE 487 KB

CAR3 0xFEEDCAFE 487 KB

GNS1 ARCv2 480 KB

apmu ARMv7 7 KB

pmfw ARMv7 10 KB

illb ARMv8 555 KB

cdph ARMv7 (fwsg) 917 KB

cdpd ARMv8 (fwsg) 15 MB

cdpu ARMv8 (fwsg) 18 MB

rkos ARMv8 (fwsg) 75 MB

l1cs ARMv8 (fwsg) 68 MB

https://theapplewiki.com/wiki/Recipe_File_Format#:~:text=Recipe%20files%20are%20found%20in,them%20when%20flashing%20the%20modem.
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Data Structures
Automated Extraction

24

􀐚

􀍟􂞹

􀖀

􀊞

􁀮
Protocols

Tasks

Trace Cellular FSMs

Operating  
System

Hardware



Security: Model & Mitigations %
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Exploitation Security Mitigations
Boot Chain (with Chain of Trust)

26

Boot ROM

Bootloader cL4 Microkernel

Root Task 

 

PAC  

ASLR 

…

HW

illb

rkos
Periph
-erals

Verifies

System Calls

Platform (1)

OverTheAir (2)

Middleware (3)

Verifies & Loads
Comm.  
via RPC

Operating System Compartment Kit Find more details in pwnlambda’s work

https://github.com/pwnlambda/talks/blob/main/Apple%20C1%20Tales.pdf
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Exploitation Security Mitigations
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Address Space Layout Randomization


Safe String Library


Chain of Trust


Stack Guards

Assertions


Write XOR Execute

Branch Target Identification


Pointer Authentication

cL4 Microkernel (+ CTRR)


Compartmentalization

rkos

ICE19



l1cs, cdpu, cdpd

cdph

􀁢

􀁢

􀁢

􀁢

􀁢􀁢

􀁢

􀁢

􀁢

􀁢
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Exploitation Security Mitigations
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Address Space Layout Randomization


Safe String Library


Chain of Trust


Stack Guards

Assertions


Write XOR Execute

Branch Target Identification


Pointer Authentication

cL4 Microkernel (+ CTRR)


Compartmentalization

ICE19



􀁢

~ Application Processor

adapted to embedded context
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Thanks!

4 larnold@seemoo.de – 5 mastodon.social/@lukasarnld – 6 lukasarnold.de

29

7

Questions?

mailto:larnold@seemoo.de
https://mastodon.social/@lukasarnld
http://lukasarnold.de

