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var base = Module.getBaseAddress('bluetoothd’)
var OI_HCIIfc_DataReceived = base.add(0xed9f8) // 10S 14.8, 1Phone 8
// *** Recelving direction *** (Chip -> 10S)

Interceptor.attach(OI_HCIIfc_DataReceived, {
onEnter: function(args) {

const h4t = parselInt(this.context.x0) // ACL/SCO/HCI
const acl = this.context.x1
const len = parselInt(this.context.x2)

const data = readHex(acl, len)

send(["rcv", len, h4t, data])

}
1)

4/ github.com/seemoo-lab/internalblue/blob/master/examples/keychange/ios_keychange.js F Fl I DA
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https://github.com/seemoo-lab/internalblue/blob/master/examples/keychange/ios_keychange.js

snd L2CAP(0x003a)->09050a23150000

rcv L2CAP(0Ox003a)->09050ab3080000

snd L2CAP(0x003a)->01b80008140100020T63676d2e6170706c652e42542e5453010b02000006434C6. ..
snd L2CAP(0x003a)->9008004c004000800e0e00

rcv L2CAP(0x003a)->9008004c0034003007d207

rcv L2CAP(0x003a)->020T00070100020003000400050006000800

snd L2CAP(0x003a)->03040008010100

snd L2CAP(0x003a)->03040009020200

snd L2CAP(0x003a)->0304000a030300

rcv L2CAP(0Ox003a)->0405000001000718

rcv L2CAP(0Ox003a)->0405000002000819

snd L2CAP(0x1d0c)->01050101000000

rcv L2CAP(0Ox0209)->00000500002f

rcv L2CAP(0Ox0209)->0200e1435f7064912806010103205087b2cd7bf59869991c16eb85el132ac6d5ch. . .
rcv L2CAP(0Ox003a)->0405000008000d1e

snd L2CAP(0x1908)->000206000083e1435Ff7064917c05550a9b956488c458315a77e€89361102db8e42. ..
rcv L2CAP(0x0209)->04010600005ee1435T7064915705527d8191c59fab®cal33692f350772326760ecC. ..
snd L2CAP(0x1908)->020306000009e1435f706473060104

rcv L2CAP(0x0209)->0602080001272c586cd164b793c0e7b97ff95d25d4300c4d8240b118cfe5ba405. ..
snd L2CAP(0x1908)->0404080002b5

snd L2CAP(0x1908)->0604e5d0e401257dfa443b04809132b45c55bc37b3416dfdf3bab1a23f38c08bc. ..
rcv L2CAP(0x040b)->00005445524d494e5553011400130400100000000000000000419db95ec2c2c92. ..
snd L2CAP(0x1b0a)->00015445524d494e555301140013040010ffffffffffffffffec02825a7bacc87...
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snd L2CAP(0x003a)->09
rcv L2CAP(0x003a)->09
snd L2CAP(0x003a)->01
snd L2CAP(0x003a)->90 4c004000800e0e00
rcv L2CAP(0Ox003a)->90 4c0034003007d207
rcv L2CAP(0x003a)->02
snd L2CAP(0x003a)->03
snd L2CAP(0x003a)->03
snd L2CAP(0x003a)->03
rcv L2CAP(0x003a)->04
rcv L2CAP(0Ox003a)->04
snd L2CAP(0x1d0c)->01050101000000

rcv L2CAP(0x0209)->00000500002f

rcv L2CAP(0Ox0209)->0200e1435f7064912806010103205087b2cd7bf59869991c16eb85el132ac6d5ch. . .
rcv L2CAP(0x003a) ->040500¢ LR
snd L2CAP(0x1908)->000206000083e1435Ff7064917c05550a9b956488c458315a77e€89361102db8e42. ..
rcv L2CAP(0x0209)->04010600005ee1435T7064915705527d8191c59fa0cal336921350772326760ec. . .
snd L2CAP(0x1908)->020306000009e1435f706473060104

rcv L2CAP(0x0209)->0602080001272c586cd164b793c0e7b97ff95d25d4300c4d8240b118cfeb5ba405. . .
snd L2CAP(0x1908)->0404080002b5

snd L2CAP(0x1908)->0604e5d0e401257dfa443b04809132b45¢c55bc37b3416dfdf3babl1a23t38c08bc. ..
rcv L2CAP(0x040b)->00005445524d494e5553011400130400100000000000000000419db95ec2c2c92. ..
snd L2CAP(0x1b0a)->00015445524d494e555301140013040010ffffffffffffffffec02825a7bacc87. ..
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void FUN_10005c658( long param_1,byte *param_2,uint param_3) {
switch(opcode) {

case 1:
log("Received %d remote services from the remote master %p !'");
case 2:
log("Received %d common services from the remote slave %p");
case 3:
log("Received create channel for service %d, CID = %d from %p !'"),
case 4:
log("Received accept channel for service %d, CID = %d from %p !'");
case 5:
log("Recelved service added on lm Ox%4x with service ID %d, eRTM %d");
case 6:
log("Received service removed on peerID %d, channelID %d, servicelID %d, [...]");
case 7:
log("%s received service remove confirmation for 1id %d");
case 8:
log("Received an Error response from the other side [...]");
case 9:
log("Received Version Info for peer %d: [...] remote [version %d features 0Ox%x]");
default:
}
) bluetoothd, iOS 14.8
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snd
rcv

rcv
rcv
snd
rcv
snd
rcv
snd
snd
rcv
snd
rcv
rcv
snd
rcv
rcv
snd
snd

L2CAP(0x003a) ->MagnetS(op=0x09,
L2CAP(0x003a) ->MagnetS(op=0x09,

-]

L2CAP(0x060d,
L2CAP(0Ox070e,
L2CAP(0x2008,
L2CAP(0x0209,
L2CAP(0x1f07,
L2CAP(0x030a,
L2CAP(0x2109,
L2CAP(0x2109,
L2CAP(0x030a,
L2CAP(0x2109,
L2CAP(0x030a,
L2CAP(0x030a,
L2CAP(0x2109,
L2CAP(0x030a,
L2CAP(0x030a,
L2CAP(0x2109,
L2CAP(0x2109,
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len=5) version 21 features 0x0000 0a23150000
len=5) version 8 features Ox0000 0ab3080000

wp.continuity)->01050101000000
wp.nearby)->01050101000000
CLink)->0101
CLink)->02010600005€

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

apple.
apple.
apple.
apple.
apple.
apple.
apple.
apple.
apple.
apple.
apple.
apple.
apple.

BT.TS)->0101

terminusLink)->000054455240d494e5553011400130400100000000. ..
terminusLink)->00015445524d494e555301140013040010fffffff. ..

terminusLink)->0101

terminusLink)->02010400fcfdf09c4f9cc9a3b7000000000000000. . .
terminusLink)->04030400d838177c4db4c393b95c8fd25f4a55512. ..

terminusLink)->0101

terminusLink)->0603040200fdfe9c4f9cc9a3b7d57095a19efa856. ..

terminusLink)->0104

terminusLink)->080304020038177c4db4c393b95c8fd25f4a55512. ..

terminusLink)->0103

terminusLink)->0605040298fdf09c4f9cc9a3b7d57095a19efa856. ..

terminusLink)->0105
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snd
rcv

rcv
rcv
snd
rcv
snd
rcv
snd
snd
rcv
snd
rcv
rcv
snd
rcv
rcv
snd
snd

L2CAP(0x003a)->MagnetS(op=0x09, 1len=5) version 21 features OxO000 0a23150000
L2CAP(0x003a) ->MagnetS(op=0x09, len=5) version 8 features 0x0000 0ab3080000

-]

L2CAP(0x060d,
L2CAP(0Ox070e,
L2CAP(0x2008,
L2CAP(0x0209,
L2CAP(0x1f07,
L2CAP(0x030a,
L2CAP(0x2109,
L2CAP(0x2109,
L2CAP(0x030a,
L2CAP(0x2109,
L2CAP(0x030a,
L2CAP(0x030a,
L2CAP(0x2109,
L2CAP(0x030a,
L2CAP(0x030a,
L2CAP(0x2109,
L2CAP(0x2109,
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wp.continulity)->01050101000000
wp.nearby)->01050101000000
CLink)->0101
CLink)->02010600005e

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

com

com.

apple.
apple.
apple.
apple.
apple.
apple.
apple.
apple.
apple.
apple.
apple.
.apple.
apple.

BT.TS)->0101

terminusLink)->00005445524d494e5553011400130400100000000. ..
terminusLink)->00015445524d494e555301140013040010fffffff. ..

terminusLink)->0101
terminusLink)->020104
terminusLink)->040304
terminusLink)->0101
terminusLink)->060304
terminusLink)->0104
terminusLink)->080304
terminusLink)->0103
terminusLink)->060504
terminusLink)->0105

fdf09c4f9cc9a3b7000000000000000. . .
38177c4db4c393b95c8fd25f4a55512. . .

fdfe9c4f9cc9a3b7d57095a19efa856. ..

38177c4db4c393b95c8fd25f4a55512. ..

fdfe9c4f9cc9a3b7d57095a19efa856. ..
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void FUN_100056f08( long param_1){ terminusd. iOS 14.8
switch(uvar35) { '

case Ox01:

__Stubs::__ NRLogWithArgs(1, "%.30s:%-4d %@ Handling PadN %u'");
case Ox02:

packetHandler = &NRLinkBluetooth::_recvUncompressedIP;
case 0Ox03:

packetHandler = &NRLinkBluetooth::_recvEncapsulated6LoWPAN;
case 0x04:

__Stubs::_objc_msgSend(1lvar22, "handleIncomingIKEData:",uvVar2l);
case 0x05:

handlePongPacket(lvar22, payload + 3, (uint)payloadLen - 5 & Oxffff),
case 0x64:

packetHandler = &NRLinkBluetooth::_recvKnownIPv6Hdr_ESP;
case 0x65:

packetHandler = &NRLinkBluetooth::_recvKnownIPv6Hdr_ESP_ECTO;
case 0x66:

packetHandler = &NRLinkBluetooth::_recvKnownIPv6Hdr_TCP;
case Ox67:

packetHandler = &NRLinkBluetooth::_recvkKnownIPv6Hdr_TCP_ECTO;
case 0x68:

packetHandler = &NRLinkBluetooth::_recvkKnownIPv6Hdr_ESP_ClassC;
case 0x69:

packetHandler = &NRLinkBluetooth::_recvkKnownIPv6Hdr_ESP_ClassC_ECTO;
SEsM 13




Tunnels

Alloy
4 b

Shoes

IPsec tunnel

LI I I I T T T T 4

Wi-Fi / Bluetooth transport encryption
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Data Message ¢

sequence: 43 stream: 11
topic: com.apple.private.alloy.healthsync.classc
UUID: 42BEC1C2-...-94E320577254

payload: bplist({ekd=0x..., sed=0x...})

Ack Message




Tunnels

Alloy
4 b

Shoes

IPsec tunnel

LI I I I T T T T 4

Wi-Fi / Bluetooth transport encryption

................................................




Tunnels

Health Sync

A-over-C encryption

Alloy
4>

Shoes

IPsec tunnel

L I N T T A N 4

Wi-Fi / Bluetooth transport encryption
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IKEv2 ESP
GATT Magnet NRLP
L2CAP




shoes NWSC
TCP
6LoWPAN
IKEv2 ESP
play along for ~350 messages and... __ GATT Magnet NRLP

L2CAP




shoes NWSC
TCP
6LoWPAN
IKEv2 ESP
play along for ~350 messages and... | GATT Magnet NRLP

L2CAP

your wifi password e=—p-




Enter the 6-digit code displayed on your
Apple Watch




09:41

Terms and Conditions

4. Consent to Use of Data. We will be
stealing all your data, including but not limited
to Apple ID credentials, WiFi credentials,
unique device identifiers, and health data. This
use of your data is in accordance with our

Agree




Watch Your Back

« > C

Watch Your Back

Extracted Information:

wies -witw-, p:

keyboards: en_GB@sw=QWERTY;hw=Automatic, en_GB@sw=QWERTY;hw=Automatic

dictation: en_GB, de_DE

currently in: de




Watch Your Back % =

O D hitp://localhost:7070

ull =
Watch Your Back { Back

Extracted Information:

/192,168.1.4

Wrist Preference

On which wrist do you wear Apple Watch?

[WatchState] requesting ids credentials
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Open Closed Drafts

Thank you for the update and letting us k
In Beta
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Thanks for letting us know and congrat...

o= Reproduced
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WatchWitch: Interoperability, Privacy, and Autonomy for the
Apple Watch

Nils Rollshausen
Secure Mobile Networking Lab
chubeal University of Darmstadt,
mrills

hausen@secmoo.de

Matthias Hollick
Secire Mobile Networking Lab
hnical University of Darmstadt, Germany
mbollick@seemoen.de
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bytewitch

bytewitch.boo

github.com/recOde/bytewitch/



https://bytewitch.boo/
https://github.com/rec0de/bytewitch/

QUESTIONS

let’s keep in touch:
nrollshausen@seemoo.de
@trusted_device@infosec.exchange

github.com/seemoo-lab/watchwitch
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