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Why iIMessage?
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Attacks discovered In the past
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Attacks discovered In the past
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FORCEDENTRY

O-click
.gif image files
Disguised pdfs

S Attachment Encod‘iy

Exploiting pdf parser
— code execution
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BLASTPASS

O-click
PassKit attachment
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— code execution
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with malicious images

Exploiting webp parser

/

https://citizenlab.ca/research/forcedentry-nso-group-imessage-zero-click-exploit-captured-in-the-wild/
https://securitylab.amnesty.org/latest/2023/12/pegasus-zero-click-exploit-threatens-journalists-in-india/
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O-click

Font parsing library
— code execution
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.watchface attachment
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https://citizenlab.ca/research/forcedentry-nso-group-imessage-zero-click-exploit-captured-in-the-wild/
https://securitylab.amnesty.org/latest/2023/12/pegasus-zero-click-exploit-threatens-journalists-in-india/
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Exploits 101
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Inside Pegasus: The evolution of the world’s most notorious
spyware system

We are presenting here our most complete analysis to date of the Pegasus spyware. This blog post builds on previous technical reports and
forensic investigations by Amnesty International’s Security Lab. Significantly it also draws on previously unpublished internal NSO Group
marketing material and internal technical material which was disclosed as part of a long-running civil case taken by WhatsApp and Meta

against NSO Group in a U.S. court.

Amnesty International’s Security Lab has republished a selection of the key documents cited on GitHub, in the interest of making this
important material more accessible for all researchers and advocates working on spyware accountability efforts.




Operation Triangulation
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Why does the message not
reach the Mac mini?
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IMessage Protocol
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The Apple Identity Service




IMessage Capabilities
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lent-data.ec-version = 1.0
lent-data.prefers-sdr = 1.0
lent-data.show—-peer—-errors =
lent-data.supports—animoji-v2
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ca.ec-version = 1.0
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IMessage Capabilities
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lent-data.ec-version = 1.0
ient-data.prefers-sdr = 1.0
lent-data.show—-peer—-errors =

client-data.supports—-animoj]jl1-v2
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Targeting Single Devices




IS?
What does Apple say about this
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Disclosure
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Solve compatibility problems
Correct message formatting

Break compatiblility with new
features & or complex fallback
logic

Continuous assessment

L

Encrypted channels per device
Capabillities ensure devices can
handle messages

X Impossible to reliably deliver
correct format

¥ Natural consequence of channels



IMessage can be (ab)used to:

Infer a user’s devices |3

Deliver exploit payload to specific devices only

— Likely what happened in Operation Triangulation
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