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Why iMessage?
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Attacks discovered in the past
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Attacks discovered in the past

https://citizenlab.ca/research/forcedentry-nso-group-imessage-zero-click-exploit-captured-in-the-wild/  
https://securitylab.amnesty.org/latest/2023/12/pegasus-zero-click-exploit-threatens-journalists-in-india/

FORCEDENTRY 

0-click

.gif image files

Disguised pdfs


Exploiting pdf parser

→ code execution

% Attachment Encoding
(

BLASTPASS 

0-click

PassKit attachment 

with malicious images


Exploiting webp parser 

→ code execution

⚡# BlastDoor
(

Operation 
Triangulation 

0-click

.watchface attachment


             Network traffic 


Font parsing library

→ code execution

https://citizenlab.ca/research/forcedentry-nso-group-imessage-zero-click-exploit-captured-in-the-wild/
https://securitylab.amnesty.org/latest/2023/12/pegasus-zero-click-exploit-threatens-journalists-in-india/
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Operation Triangulation
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 Why does the message not 
reach the Mac mini?
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The Apple Identity Service
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iMessage Capabilities
-

1

1

1

client-data.ec-version = 1.0 
client-data.prefers-sdr = 1.0 
client-data.show-peer-errors = T 
client-data.supports-animoji-v2 = T 
… 

client-data.ec-version = 1.0 
client-data.prefers-sdr = F 
client-data.show-peer-errors = n/a 
client-data.supports-animoji-v2 = T 
… 



iMessage Capabilities
-561
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client-data.ec-version = 1.0 
client-data.prefers-sdr = 1.0 
client-data.show-peer-errors = T 
client-data.supports-animoji-v2 = T 
… 

client-data.ec-version = 1.0 
client-data.prefers-sdr = F 
client-data.show-peer-errors = n/a 
client-data.supports-animoji-v2 = T 
… 
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iMessage Capabilities
-

GET firmware_images

iOS 26

iOS 18

iOS 15

iOS 12

# of Capabilities
0 30 60 90 120



Targeting Single Devices
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What does Apple say about this?
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Disclosure
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Solve compatibility problems 
Correct message formatting  


Break compatibility with new 
features 9 or complex fallback 
logic 


Continuous assessment 

✅
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Encrypted channels per device 
Capabilities ensure devices can 
handle messages


Impossible to reliably deliver 
correct format


Natural consequence of channels

<



iMessage can be (ab)used to:

Infer a user’s devices 


Deliver exploit payload to specific devices only 


 
 
→ Likely what happened in Operation Triangulation 
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