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Motivation

WiFi credentials
Apple ID

Settings & 
Configuration
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eSIM
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Reverse Engineering
Quick Start







Results



BLE Discovery & Connection
BLE Advertisement
+ GATT Services
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Connection Initiation

Magnet Handshake
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Pairing & Encryption

Pair-Setup
(Secure Remote Password)
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Flags
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Salt, pkB

…
🔑ChaCha20-Poly1305



BLE Payloads

Proximity Session
messages

WiFi credentials, Device Info, 
Passcode, Apple ID, Anisette 

Data, …

…



AWDL Switch & Pairing

mDNS Service Discovery

PTR _rpft._tcp.local

pk

sig

Success

pk, sig

Pair-Verify
(ECDH)

…
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Backup Transfer

File Transfer

_ftSm: keychain-backup.plist

_ftSm: Status.plist

_ftLg: Snapshot/08/0819fc…

…
Finished



Backup Contents

● Photos, Videos, Documents,

App Data, Keychain, etc.

● Keychain can be decrypted

● Contains sensitive items, e.g.
○ Website passwords

○ WiFi credentials

○ Find My keys



Reimplementation
Emulating a new iPhone





Security Considerations

🥷 🔗
Data Exfiltration is

possible*
Pairing Mechanisms 
protect against MitM 

attacks

*on older iOS Versions

🍏
No Verification of 

Hardware Platform



Interoperability



Thank you!
Questions?

sschnorbus@seemoo.de
fakesetup

GitHub Repo



Links

Reimplementation: https://github.com/seemoo-lab/fakesetup

Debug Profiles: https://developer.apple.com/feedback-assistant/
profiles-and-logs

Libimobiledevice: https://libimobiledevice.org/

Frida: https://frida.re/

Wireshark: https://www.wireshark.org/

Bumble: https://github.com/google/bumble
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