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Quick Start

Looking for nearby devices...

Bring your current iPhone or iPad near this
iPhone to sign in and set up.

If your other iPhone or iPad doesn’t show
options for setting up this iPhone, make sure
it's running iOS 11 or later, and has Bluetooth

turned on. You can also set up this iPhone

manually.

Set Up Without Another Device
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options for setting up this iPhone, make sure
it’s running i0S 11 or later, and has Bluetooth

turned on. You can also set up this iPhone

manually.
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Reverse Engineering
Quick Start



09:22:49 SharingViewService(CoreUtils)[601] <Notice>: PreAuth PairSetup start No. Time Source Destination Protocol Length Info

Oct 7
Oct 7 09:22:49 SharingViewService(CoreUtils)[601] <Notice>: PairSetup client start: XID OxAFCAé6Y 168 4.950000 localhost () 78:64:37:22:52: MAGNET 16 Version Info
Oct 7 09:22:49 SharingViewService(CoreUtils)[601] <Notice>: PairSetup client next: XID OXAFCA65A 169 4.954000 locathost () 7a:64:3f:22:52: ATT 12 Sent Exchange MT
Oct 7 09:22:49 SharingViewService(CoreUtils)[601] <Notice>: SFSessionCrypto: Activate 1;2 i'gg:ggg {a:GLH f;Z?;SZ: ;OCZkhg:tzé)sz :$$ ;g gcvg 2933 :y gro
g : . : . . = -3Ad k ocalhos a:64:3f:22:52: ent Read By Gro
Oct 7 09422:49 bluetoothd[96] <Notice>: Connect Reguested.for deche 6224E63F-AOCA-FS512 7FE? 3A 173 5.015000 7a:6 £122152: localhost () MAGNET S ERSHONELHNG
21E7 by session com.apple.bluetoothd-central-96-1 with options clientBundleID com.apple.sharingd 174 5.018000 localhost () 7a:64:3F:22:52: MAGNET 29 Advertise Remote
tProcessID 70 connectionUseCase 8 maxAllowedConnectionDelay 0 175 5.018000 7a:64:3f:22:52: localhost () ATT 12 Revd Exchange MT
Oct 7 09:22:49 bluetoothd[96] <Notice>: Accept provided connection use type 8 176 5.019000 localhost () 7a:64:3f:22:52: ATT 16 Sent Read By Gro
Oct 7 09:22:49 bluetoothd[96] <Notice>: Device 6224E63F-ABCA-F512-7FEC-3AES5A95821E7 connectionUd 177 5.045000 7a:64:3f:22:52: localhost () ATT 16 Rcvd Read By Gro
(req 8 computed 8) priority 0 bundleIDs {( 179 5.045000 localhost () 7a:64:3f:22:52: ATT 51 Sent Read By Gro
“com.apple.sharingd" 180 5,075000 7a:64:3f:22:52: localhost () MAGNET 15 Respgnse Remote
)} 182 5.076000 localhost 7a:64:3f:22:52: MAGNET 16 Service Channel
LT o 1 e . 2 : . : 2 - e e 183 5.076000 7a:64:3f:22:52: localhost () ATT 29 Rcvd Read By Gro
Oct 7 09:22:49 ShallngV}ewSEIv1cg(C0|eUtlls)[601] <Notice>: SFSessionCrypto: PairStart, PairSet 184 5.076000 localhost () 7a:64:3f:22:52: ATT 16 Sent Read By Gro
nt, 6x1C < System PerDevice Transient > 185 5.105000 7a:64:3f:22:52: localhost () ATT 16 Rcvd Read By Gro
Oct 7 09:22:49 SharingViewService(CoreUtils)[601] <Notice>: SFSessionCrypto: Pair-setup client 186 5.105000 localhost () 7a:64:3f:22:52: ATT 23 Sent Read By Gro
start request 190 5.195000 P localhost () MAGNET 17 Service Channel
0x00 (Method), 1 bytes, 00 |A]| 191 5.196000 28 localhost () 51 Rcvd Read By Gro

192 5.196000 7a:64:3f:22:52: 16 Sent Read By Gro
193 5,196000 28 localhost () \ 16 Apple Nearby: Ve
194 5.196000 : localhost /¢ g 16 Rcvd Read By Gro
195 5,196000 localhost () 164 51 Sent Read By Gro

0x06 (State), 1 bytes, 01 |#]
0x13 (Flags), 1 bytes, 10 |*]
Oct 7 09:22:49 bluetoothd[96] <Noti

C-3AESA95821E7 overriding

oex policy | ) ) 199 5,203000 localhost () : 16 Apple Nearby: Ve
Oct 7 09:22:49 bluetoothd[96] <Noti » connection to 0 for devid 206 5.207000 localhost () 12 Apple Nearby: Co
4E63F-AOCA-F512-7FEC-3AESA95821E7 207 5.214000 localhost () 44 Apple Nearby: Pa
Oct 7 09:22:49 bluetoothd[96] <Notil 4E63F-AOCA-F512-7FEC-3AESAY 209 5.255000 7a:64:3f:22:52:8d () 23 Rcvd Read By Gro

AfA e ArraBA AP AR Aaa pEad e i

7, bundle: com.apple.bluetoothd}

Oct 7 09:22:49 bluetoothd[96] <Noti
r com.apple.bluetoothd

Oct 7 09:22:49 bluetoothd[96] <Noti
session "com.apple.bluetoothd-centra

SRLUCIELENVEVIS RN EVELYE , Frame 207: Packet, 44 bytes on wire (3 02 40 00 27 00 23 00 08
Bluetooth 02 e2 43 73 69 64 33 f6
ICA-F512-7FEC-3AE5A95821F 7" [NV e Tekd TG (o8 o 14 73 68 76 48 31 38 38 38
NSRS S A B AL AL * Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol

Y 7:36

sObjectDiscoverData:0 transportBridg §:0) Apple Nearby

Oct ‘7 09:22:69 bluetoo?hd[96] <Notic C-3AES5A95821E7 classicPaird Type: Payload (0x02)
lePaired 0, discoveredVialeScan 1 Length (uint16): 34
Oct 7 09:22:49 bluetoothd[96] <Notice>" JoF-AOCA-F512-7FEC-3AESA95821E7" -~ Payload

Oct 7 09:22:49 bluetoothd[96] <Notice>: Current state when trying to connect Idle(0) Sequence Number: 1
Oct 7 09:22:49 bluetoothd[96] <Notice>: getConnScanUseCaseEntryCoex for useCase NearBy WiFi Coe Length (uint16): 29

Nearby Type: StartReq (0x17)

ical No (0x0) WiFi assoc 2.4GHz No BT Audio Active No coexState 0x0
Nearby Service: i0SSetup (0x02)

Oct 7 09:22:49 bluetoothd[96] <Notice>: ScanCore HW Type : MainCoreOnly
Oct 7 09:22:49 bluetoothd[96] <Notice>: Adding device to connecting list OPGGK pata
Oct 7 09:22:49 bluetoothd[96] <Notice>: MUC - Adding device "6224E63F-AGCA-F512-7FEC-3AESA95821F N 1‘;322:':"51(1

connection filter accept list supportsVAPairing:NO, waiting for controller to complete. Integer (int64): 4066519542
Oct 7 09:22:49 bluetoothd[96] <Notice>: MUC - Adding device "6224E63F-AGCA-F512-7FEC-3AESA95821H String: shv
th address "Random 7A:64:3F:22:52:8D" to connection filter accept 1list supportsVAPairing:NO, waif] String: 1888.2.5
or controller to complete.
Oct 7 09:22:49 bluetoothd[96] <Notice>: Adding address "Random 7A:64:3F:22:52:8D" to connection
rAcceptList, waiting for controller to complete.
Oct 7 09:22:49 bluetoothd[96] <Notice>: Address "Random 7A:64:3F:22:52:8D" Added to Filter Accef]
t with status:0
Oct 7 09:22:49 bluetoothd[96] <Notice>: Added device "6224E63F-AOCA-F512-7FEC-3AES5A95821E7" to (
tion filter accept 1list with CE min 2, max 12, connectionInterval min:15.000000 ms max:15.000000
Params 0, LowLatency NO



SRPClientStart()
= . S: 792377368f4ce72c3174358a08699637872f7e131d209f19bd64c977575af4d5e81782b7b9704c8F9e088e27dcOet
goto LABEL_65; 4921e96c787ebaasl92ed9615e0d6
M1: f74d8852961490abb5adl9clealeaeebf6231514e17a41b966eb41e4b15bb4c8345eb747d7941509681487380372
Seae75fald27a22ff15163c04224e6
return value: 0x0
¥ (=. 23 5003 SRPClientStart()
goto LABEL_128; S: 2299157c02a704e073c4c4472176924c0029%9aa8e48af75¢3292¢16a9383f32d4c58b531b604843cfafldecbda72ec
i . 829eb0Obf171b5Fff79ac3a2b379072
) _LogCategory_Initialize (*((_QWORD * . M1: e725bb40170fbeb1b315abb88b0c605F2¢c1840d97d582e700880d16d197b1dc665221e30ad5143337b608d240F6¢
e2977c288db31e91leebaec7c9262dc
return value: 0x0
d > 10 ) SRPClientVerify()
0; return value: 0x0

+ 128;

*)as5;
(1 *) * ((_QWORL
*y23;

+ 16);

else
= != -1 || _LogCategory_Initialize( % ! ; CryptoHKDF ()

LogPrintF ( inputkey: 2299157c02a704e073c4c4472176924c00299aa8e48af75¢3292¢16a9383F32d4c58b531b604843cfafldc
"0SStatus _SetupClientExchange (Pairipg . size_t, uint8_t **, size t *, Boolean *)", NEIALHELPELELIIESVALELSVEETREVIEYEl VY
?2‘;“5mp Shiian S s kAN S salt: @ 1 2 3 45 6 7 8 9 A B C D E F 0123456789ABCDEF
19¢22317d 50 61 69 72 2d 53 65 74 75 70 2d 45 6e 63 72 79 Pair-Setup-Encry
19¢22318d 70 74 2d 53 61 6¢c 74 pt-Salt
info: 0 1 2 3 4 5 6 7 8 9 A B C D E F 0123456789ABCDEF
19¢223195 50 61 69 72 2d 53 65 74 75 70 2d 45 6e 63 72 79 Pair-Setup-Encry
19c2231a5 70 74 2d SN 6f | g It - Info R
outputkey: a05d5d7354 |‘1cd98284‘)‘

" 18D6D26A9,

8acB 6539000826 d2c o0

LABEL_236: i g & :
goto-LABEL_ZGI; ReadKey: dbf5428d26040M94760e60aiiy1168M06ebs b coS e 8 f 4
WriteKey: ScOfcd95ac15443bee438152cabd5287e9eee262616d791b742dae3ced71c09c

}
if ( (u

{
qot,:,.;g;gié“; ClientKey: 2790f234cff9c304006e3d4ec482e6247c4b70a3cecafcbl2f5c03bd557824fa (iPad — Macbook)

lf i eal ) ServerKey: 12c7cfde90fa342cbla733b9ceda23349f3903286e8eabe55d1c28ad40bc4273 (Machook — iPad)SRF
goto LABEL_ZSS;. - Start()

= +2; S: 8be7el062bebcc129011376c57657cBeabaec54aa023f8d734a3b1641784060el1c1738F3%eca233e298544daaffb?
e6l13a56fcea75268d5dd4asS1c94bb
M1: eaeb6fb02c4343cfS5c0fd61daa?d090765bb46061be76d56a3d00d73ab7¢c9ed78ce057753F9bb7bdc9b84c77651bt
76f85eb417fabfbad9b8334ab66a448
return value: 0x0
SRPClientVerify()
return value: 0x0
CryptoHKDF()
inputkey: 8be7el062bebccl129011376c57657c8eabaec54aab23f8d734a3b1641784060e1cl738F3%eca233e298544
337b937e613a56fcea75268d5dd4a51c94b6
salt: 06 1 2 3 45 6 7 8 9 A B C D E F 0123456789ABCDEF
19df5717d 50 61 69 72 2d 53 65 74 75 70 2d 45 6be 63 72 79 Pair-Setup-Encry
19df5718d 70 74 2d 53 61 6¢c 74 pt-Salt
info: 0 1 2 3 45 6 7 8 9 A B C D E F 0123456789ABCDEF
?1“ 19df57195 50 61 69 72 2d 53 65 74 75 70 2d 45 6e 63 72 79 Pair-Setup-Encry

if ( 1= 5 ) 19df571a5 70 74 2d 49 6e 66 6fF pt-Info

g°:° ’g?‘;i’;—‘“" outputkey: e76854b68a87caf0dbba78cb621le2e42fac731f675fbc4a35014704F1elesb6f972
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BLE Discovery & Connection

Set Up New iPhone :

Use your Apple Account
icloud.col

up your new iPhone for yourself or a child in

your family.

&

Continue

BLE Advertisement
+ GATT Services

Oe f£ff 4c 00 Of
09 Oc 09 42 42
42 21 00 Oc 00

Connection Initiation

Magnet Handshake

wp.nearby

Quick Start

Looking for nearby devices...

Bring your current iPhone or iPad near this
iPhone to sign in and set up.

If your other iPhone or iPad doesn’t show
options for setting up this iPhone, make sure
it’s running i0S 11 or later, and has Bluetooth

turned on. You can also set up this iPhone

manually.

Set Up Without Another Device




Pairing & Encryption

Pair-Setup .
(Secure Remote Password) Waiting for Other
iPhone...
Position this image in the frame of your
other iPhone.
Flags
Salt, pkB
Hold Your New
iPhone Up to the pkA, M[1]
’ Camera ‘
M[2]
2 ChaCha20-Poly1305




BLE Payloads

Proximity Session
messages

Getting things ready :

WiFi credentials, Device Info,
Passcode, Apple ID, Anisette
Data, ...




AWDL Switch & Pairing

MDNS Service Discovery

<

PTR _rpft._tcp.local

Transferring Datato | Pair-Verify ' Transferring Data
"iPhone" ( ECDH ) from “iPhone”

pk

pk, sig
sig

Success

*

%

AP ChaCha20-Poly1305



Backup Transfer

Transferring Data to

File Transfer

_ftSm: keychain—backup.plist

_ftSm: Status.plist

"iPhone"

_ftLg: Snapshot/08/0819fc...

v

Time remaining: estimating...

A

Finished

Transferring Data
from “iPhone”




Backup Contents

e Photos, Videos, Documents,

i Decrypted Keychain ltems
App Data, Keychain, etc. 250

e Keychain can be decrypted

e Contains sensitive items, e.g.

o  Website passwords
o  WIiFi credentials
o Find My keys

0

Backup (unencrypted) Backup (encrypted) Quick Start Jailbreak




Reimplementation

Emulating a new iIPhone



2826-05-28
2026-05-28
2026-05-28
20826-05-28
20826-05-28
20826-05-28

20826-05-28
20826-05-28
20826-05-28
2826-05-28
2026-05-28
2026-05-28
2026-05-28
2026-05-28
2026-05-28
2026-05-28
2026-05-28
20826-05-28
2026-05-28
20826-05-28
2026-05-28
2026-05-28
20826-05-28
20826-05-28
2026-05-28
2026-05-28
2026-05-28
20826-05-28
2026-05-28
20826-05-28
20826-05-28
20826-05-28
2826-05-28
2026-05-28
20826-05-28
2026-05-28

1e:
10:
1e:
10:
1e:
10:

16:
16:
16:
1e:
10:
10:
10:
10:
10:
10:
1e:
18:
N
10:
10:
10:
1e:
10:
1e:
18:
1e:
10:
10:
10:
10:
1e:
1e:
16:
10:
10:

10:
10:
1e:
10:
1e:
10:

16:
1e:
1e:
1e:
10:
10:
10:
1e:
10:
10:
16:
10:
1e:
10:
10:
10:
10:
10:
1e:
16:
1e:
10:
10:

1

=

20,144
28,144
28,145
20,146
28,178
24,355

24,869
24,959
24,960
25,019
25,020
25,020
25,080
25,080
25,080
25,080
25,080
25,080
25,139
25,140
25,140
25,140
25,140
25,189
25,258
25,324
25,380
25,380
25,380

125,439
10:
10:
16:
1e:
10:
10:

25,439
25,499
25,562
31,172
31,173
31,263

fakesetup - INFO - Writing files to dumps/iphonelé-demo

fakesetup - INFO - Connecting to HCI hci-socket:1

fakesetup - INFO - Initial random private MAC address 54:03:2B:AC:53:8C

fakesetup - INFO - Writing btsnoop file to demo.snoop

bumble.device - INFO - Initial RPA: 57:BA:0F:A8:28:ES

connection - INFO - Connected to Connection(transport=LE, handle=0x8000, role=PERIPHERAL, self_address=57:
:A7, peer_resolvable_address=None)

magnet
magnet
magnet
magnet
magnet
nearby
nearby
nearby
nearby
nearby
nearby
nearby
nearby
nearby
nearby
nearby

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

got magnet version info, replying

received service 0x5: wp.nearby, flags: 0x2, option: 0x80
--- accepted services: [[5, 'wp.nearby', 2, b'\x@0']
Received channel created, cid: 776, sid: 5, name: wp.nearby
Initiating wp.nearby channel

Sending version info

Received version info: 01050181000000

Received connect status: 050101

Received payload (1) of length 36

Sending ack (1)

Received payload of type StartReq (23)

Sending start response: {'shv': '1937.51.45'}

Received ack (18) for length 8

Received payload (2) of length 39

Sending ack (2)

Received payload of type PSStart (16)

pair-setup - INFO - Received M1

pair-setup - INFO - Replying with M2

nearby - INFO - Received ack (176) for length 1
nearby - INFO - Received first fragment of payload
nearby - INFO - Sending ack (3)

nearby - INFO - Received payload of type PSNext (17)
pair-setup - INFO - Received M3

pair-setup - INFO - Authenticated: True

pair-setup - INFO - Replying with M4

nearby
nearby
nearby
nearby
LEET Y

INFO
INFO
INFO
INFO
INFO

Received ack (91) for length 8

Received first fragment of payload

Sending ack (4)

Received payload of type SessionFragment (64)
Received first fragment of payload

Weather
Unavailable

Weather




Security Considerations

/ /‘\
N
-

A\7%
Data Exfiltration is Pairing Mechanisms No Verification of
possible* protect against MitM Hardware Platform

attacks

*on older iOS Versions



Interoperability

e r/Android - 7d ago

MishaalRahman

Switching from iOS is now even easier with the upgraded Android
Switch

EU Takes Credit for Apple and Google's Upcoming iPhone-Android Data Transfer

ess that makes it easier
Tools

build a new i0S-to-
nigrated, such as your

Tuesday December 9, 2025 3:36 pm PST by Juli Clover eSIM profile.

perience, which is part of a
The simplified smartphone switching Apple and Google are adopting is an example of how the Digital Markets

; : ; ] - day. Apple and Google are making
iOS 26.3 Makes It Easier to Switch From iPhone to Android g an option to transfer data from

Monday December 15, 2025 11:56 am PST by Juli Clover

With iOS 26.3, Apple is making it simpler for iPhone users to transition to an Android smartphone, with new built-
in tools for transferring data.

LJ

Place Your Devices Next to
Each Other




Thank you!
Questions?

sschnorbus@seemoo.de

fakesetup
GitHub Repo



Links

Reimplementation: https://github.com/seemoo-lab/fakesetup

Debug Profiles: https://developer.apple.com/feedback-assistant/
profiles-and-logs

Libimobiledevice: https://libimobiledevice.orqg/

Frida: https://frida.re/

Wireshark: https://www.wireshark.orqg/

Bumble: https://github.com/goodle/bumble



https://github.com/seemoo-lab/fakesetup
https://developer.apple.com/feedback-assistant/profiles-and-logs
https://developer.apple.com/feedback-assistant/profiles-and-logs
https://libimobiledevice.org/
https://frida.re/
https://www.wireshark.org/
https://github.com/google/bumble

